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Buildings Are Becoming Sites of Surveillance

Samsung’s Smart TVs recording and
transcribing conversations and Mattel
selling children’s questions to Hello
Barbie are recent examples.

http://www.theguardian.com/technology/2015/may/17//sold-our-souls-and-more-
to-internet-giants-privacy-surveillance-bruce-schneier



Buildings Are Becoming Sites of Surveillance

There needs to be richer discussion than
the tension between what's technically
possible and what's legal.

Security for loT needs design.
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Architecture school teaches
problem finding

ECOLE NATIONALE DES BEAUX-ARTS -~ Architecture Atelier Pascal
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Lessons from Architecture School: Learning to See
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Man Handing a Letter to a Woman in

the Entrance Hall of a House




Man Handing a Letter to a Woman in
the Entrance Hall of a House

Windows,
morality, and '
privacy as a dirty
word



Man Handing a Letter to a Woman in
the Entrance Hall of a House

Internet of 1670



Man Handing a Letter to a Woman in
the Entrance Hall of a House

with different
privileges inhabit
the home



Start With People, In Context

Homes have multiple people with varied
permissions.

Children, and others who can’t or won't
consent, generate data.

More aggressive rules govern collection
of their data, and regulatory changes are
likely.



Security Thought-Starters

Plan for change
and don't take on
privacy debt in a

quickly-changing
landscape

European Article 29 Working Party on
iInformation privacy

http://ec.europa.eu/justice/data-
protection/article-29/index_en.htm

Sandy Clark's "Honeymoon Effect”
paper

http://www.acsac.org/2010/openconf/
modules/request.php?
module=oc_program&action=summar
v.ohp&id=69



http://ec.europa.eu/justice/data-protection/article-29/index_en.htm
http://www.acsac.org/2010/openconf/modules/request.php?module=oc_program&action=summary.php&id=69

Appropriate Complexity

Managing profiles
for ambient
capture: right mode

Jess Timmy Add Profile

Netflix manages multiple profiles

'l' rlg ht feed baCk with explicit login, but many media

services are struggling to identify
group members present when video
Is played.
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Understand Unspoken Needs

One generation of buildings is much
longer than the 18-month hardware
churn.

Buildings last and are upgradable.



Security Thought-Starters

Think firmware
and plan an
upgrade path

Internet Engineering Task Force (IETF)
working on firmware standards, e.q.
Carsten Bormann http://www.ietf.org/
proceedings/82/slides/plenaryt-7.pdf

Supervisory Control and Data Acquisition
(SCADA)

https://en.wikipedia.org/wiki/SCADA



http://www.ietf.org/proceedings/82/slides/plenaryt-7.pdf
https://en.wikipedia.org/wiki/SCADA

Appropriate Complexity

Firmware Upgrade

Reimagining
updates as a form
of engagement:

deSig N for Cautionary tale of routers, keeping the
. internet of 10 years ago alive
behavior change
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Shophouses are Southeast Asian
vernacular architecture
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Covered awnings protect the
public from sun + rain
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Designed by social custom, then
Singaporean law in 1822
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Homes Are More Than Houses

You can have cultural knowledge and
still do a bad implementation.

There are roles for standards and for
professional knowledge.



Security Thought-Starters

Don’'t invent your
ownhn crypto - use
professional

standards

Open Smart Grid insecurity

https://threatpost.com/weak-

homegrown-crypto-dooms-open-

smart-qrid-protocol/112680

Real World Crypto Conference:
Stanford, CA in Jan 2016

http://www.realworldcrypto.com/

rwc2016



https://threatpost.com/weak-homegrown-crypto-dooms-open-smart-grid-protocol/112680
http://www.realworldcrypto.com/rwc2016

Appropriate Complexity

Exposing the
underlying systems
to build knowledge

Interfaces on electric cars like the
Toyota Prius teach engine function
and driver behavior
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Security Thought-Starters

Plan for

change and
don’t take on

Think

plan an

upgrade
path

privacy debt

firmware and| your own

Don’t invent

crypto— use
professional

standards




Appropriate Complexity: UX Challenge for loT

Managing profiles for ambient capture

Reimagining updates as a form of
engagement

Exposing underlying systems to build
knowledge




loT Security UX Problems Are Exciting

There's a need for design to shape the
conversation between possible and
legal.

The UX problems for loT are inspiring
and important.



Thank You

Ame Elliott
@ameellio
ame@simplysecure.org
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